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INTRODUCTION

Today, more and more different services provide their services using the Internet (Akhmetshin et al.,
2024; Kassenova et al., 2020; Kenzhin et al., 2021). To use these services, users need to authenticate
using passwords - data, the knowledge of which confirms the identity of the user on the online
resource (Muyang et al., 2023; Petrina et al.,, 2024).

To increase the security of users' personal data (full name, address, contact information, etc.), many
online services require the use of passwords that have certain length (at least 10 - 12 characters),
contain uppercase and lowercase letters, numbers and special characters - ~!|@#$%"&*()-+{}";:../
(10Gaurds, 2021). This fact makes the process of remembering passwords or storing them on paper
quite a difficult task.

Software tools called password manager are used store to securely passwords on the digital devices.
Password manager is software tool that uses cryptographic methods of information protection for
secure data storage and presents this data if necessary (Schneier, 2016).

Although the need to use password managers is fully expressed now, many users have justified
distrust of providing their information to software tools from various companies in connection due
to multiple reports of information leakage or sales.

The purpose of this investigation is software development of password manager using cryptographic
algorithms of information security for data protection.

The aim of the work identified the following tasks:

= To analyze the existing software solutions used for secure password storage;
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» Toimplement the software tool used for secure password storage.
METHODOLOGY

= The object of this work is the data provided by the user for storage.

= The subject of this work is the process of data storing and processing, which are provided by
the user when password manager application.

= The information base of this work is the monographs, the scientific articles on the research topic,
and the official documentation for Go (Golang) programming language.

= The methodological basis of the work includes the following scientific methods: analysis,
deduction, comparison, description and software implementation.

RESULTS
The analysis of software solutions

In the modern world, where the information space is becoming overgrown with more and more data,
security is becoming one of the key aspects (Cherckesova et al.,, 2024). In particular, the importance of
passwords as the main method of ensuring information security is constantly increasing (Zhilin &
Safar’yan, 2020).

The creation and use of software solutions for storing passwords is attempt to facilitate the
management of these critically important elements. However, there are number of questions arise
that call into the question the safety of these solutions.

One such issue is the potential control of password storage platform data by third-party
organizations, including governments. Some precedents and statistics suggest that, for example,
American government may interfere in various software solutions. This implies the theoretical
possibility of accessing critical user data. If the risk of spyware is added, the picture becomes even
more uncertain. These aspects suggest that existing software solutions for storing passwords may
not be completely secure.

The conclusion is simple: the topic of security of software solutions for storing the passwords
requires more in—-depth research and discussion. We will highlight this issue in more detail in the
following sections of the article. Examples of the most used software tools used to securely store user
data are:

= Dashline - developed by Dashline;
= 1Password - 1Password company development;
» Icloud KeyChain is developed by Apple.

Dashline

Dashline is software development by Dashline Company. Three methods are supported as
authentication methods: two-factor authentication, PIN-code, and biometrics. The interface of the
software is shown in the Figure 1.
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Figure 1: Dashline software interface
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User data is stored with application of remote cloud storage technology. Therefore, in order to ensure
secure exchange between the storage and the user, VPN module using the cryptographic methods of
information protection is built into the software in question.

The advantages of the software in question are:

Availability of the free usage plan (tariff);
Presence of the built-in VPN module;
Good rating of the manufacturing company.

The disadvantages of the software in question are:

Lack of Russian interface;
Strong limitation of the free tariff functionality;
Lack of access to the data without Internet access.

1Password

1Password is the software development by 1Password Company. The master-password of the user
is applicated to the access to the saved information.

The interface of the software is demonstrated in the Figure 2.
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Figure 2: Interface of the 1Password software tool

The AES-256 cryptographic function is used to ensure the security of stored data. Unlike the Dashline
software tool, the 1Password software tool allows to select the data storage location: in the cloud or in
the local storage.

The advantages of the software in question are:

Possibility of choosing the type of data storage.
Availability of notifications about data leakage of the online service.

The disadvantages of the software in question are:

Lack of free usage tariff;
There is no possibility of increasing the space in the cloud.

Icloud keychain

Icloud KeyChain is software development by Apple Company. Access to the stored information is

used by means of authentication of the device owner: Pin-code, master- password, biometrics
(Touch_ID, Face_ID).

The interface of the software is shown in Figure 3.
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Figure 3: Icloud KeyChain software interface

Security of stored data is ensured by encrypting AES-256 cryptographic algorithm.
The advantages of the software in question are:

= Updating data between devices of the same user.
= Availability of notifications about data leakage of online services.

The disadvantages of the software in question are:

= Use is possible only on Apple devices.
Software implementation of the password manager
Main characteristics of the software implementation

After analyzing the existing solutions used for the secure storage of user data, the following characteristics
of the software solution being developed were formulated:

» Ensuring the possibility of use on the various types of operating systems.

= Creation of local storage of user data with the provision of choice of storage path.

= Using the cryptographic data protection methods to ensure the security of stored data.
= Providing the ability to use different passwords to store different data.

One of the main characteristics of the software being developed is the possibility of using it on various
types of operating systems, such as Windows, Linux, MacOS, etc. (Tanenbaum, 2018). To ensure the
fulfillment of this property, it is necessary to select the compiled development language, the result of
which is the executable (binary) file. The source code compiled into executable file, taking into account
the specifics of the operating system, does not require the use of programming language interpreter.

The Go language (Golang), developed by Google in 2009, was chosen as the language for developing
its own password manager (The Golang Programming Language. Official website, n.d.). At the
changing the internal variables of the GOOS language (the type of operating system) and GOARCH
(the architecture of the processor), it can be create the executable file for different operating
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systems. The chosen development language has large standard library that allows creating the
reliable and readable program code.

To ensure the safe storage of user information, software development uses the cryptographic data
protection methods. After analyzing the existing products that provide the functions of password
managers, was selected: AES256 cryptographic encryption algorithm; GCM cryptographic mode of
operation; SHA256 hash function.

The AES256 cryptographic encryption algorithm is the symmetric encryption algorithm adopted as
standard in 2000 (Omasson, 2022). The symmetry property of this encryption algorithm indicates that
the single encryption key is used during encryption and decryption of data. The use of symmetric
algorithm in the software implementation of the password manager is due to the speed and reliability of
this algorithm. Since, when encrypting the identical data using the same encryption key, the result is
identical ciphertext, the GCM operating mode (regime) is used to ensure greater security of the user's
stored data.

GCM (Galois Counter Mode) is operation mode (regime) of encryption algorithms, in which the random
sequence of data is added, which changes the general appearance of encrypted data (Omasson, 2022).
To generate the encryption key, the sequence entered by the user when working with the software
implementation is applicated.

Custom sequence is used as argument to the SHA256 hash function. Hash function is the function
whose argument is data of any length, and as result it generates the special sequence of bytes of
certain length (the result of the SHA256 hash function is sequence of 32 bytes) (Omasson, 2022).
The properties that make the SHA256 hash function usable as encryption key generator of the AES256
cryptographic algorithm are: 1) Minimal change in the hash function argument (changing one bit of
data) leads to the strong change in the result. 2) It is not possible to get the value of hash function
argument by analyzing the resulting byte sequence. 3) It is impossible to match the value of hash
function argument to obtain the known byte sequence.

To use these methods to ensure the security of user data, the standard library of Go programming
language contains the following packages: Crypto/AES - the software implementation of the AES256
cryptographic algorithm, Crypto/Cipher - the software implementation of the GCM operating mode
and, and Crypto/SHA256 - software implementation of the SHA256 hash function. Command line
interface has been implemented to interact with the software development for various types of
operating systems. The scheme of password manager using is shown in Figure 4:

Passphrase CLI

v

Password

Encrypted
(AES)

Storage

Figure 4: The scheme of using the developed password manager
Software implementation of the password manager

Algorithm of the software implementation of password manager is shown in Figure 5:
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Figure 5: The scheme of the implemented password manager algorithm

During the software development of the password manager, the following modules were developed:
options, encryption and decryption.

The options module implements the following tasks:

= Getting the type of process.
= Getting the path of the file containing the necessary information.
= Getting the user's passphrase.

The process type is obtained using the query shown in Figure 6:

What do you want to do?
- encrypt new data from file

e
d - decrypt data from file

Figure 6: Message for entering the type of process

As it can be seen from the figure above, to start the data encryption process user must enter letter 'e'.
To start the decryption process, enter the letter 'd’. If the process type is entered incorrectly, user
receives the message "unidentified option request”.

After selecting the process type, the message is displayed requesting the full path to the file
containing the data, which are necessary for the operation of selected process. If there is error
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reading data from the file, the user receives the message "error occurred while reading data from the
full path of the file". The queries are shown in Figure 7:

What do you want to do? What do you want to do?
e - encrypt new data from file e - encrypt new data from file
d - decrypt data from file d - decrypt data from file

> d

Enter path to file with data to encrypt: Enter path to file with data to decrypt:

Figure 7: Requesting of the full paths after selecting the process type

When entering the user passphrase, the phrase itself is not displayed in the terminal being used, to
ensure that this phrase is safe from intruders. The module used to enter securely the passphrase has
the name golang.org/x/term.

The phrase is entered twice during the data encryption process. Re-entering the passphrase is
necessary to confirm the correctness of the phrase used, because the data encrypted with this phrase
cannot be restored without the user's knowledge of it.

During the data decryption, if the data decryption error occurred when using the hash value of the
user passphrase as the encryption key (incorrect passphrase was used during data decryption), the
user will receive the message "error occurred while decryption process”, without receiving any
information about the encrypted data.

This behavior is shown in Figure 8:
PS P:\» .\password_manager.exe
What do you want to do?
e - encrypt new data from file
d - decrypt data from file
> d

Enter path to file with data to decrypt: P:\storage\l

Enter passphrase for decryption process:

Figure 8: Data decryption error

Thus, this example demonstrates that different passphrases can be used for different files, so that
when one of them is exposed, no encrypted data can be decrypted. Figures 9 and 10 demonstrates
the examples of using the software development to encrypt data on Windows and Linux
operating systems.

t P:\data_to_encrypt.txt

@mail.ru mPQSDQ{1l " (~ZFf4:C

r_local_stor | ct name

wuwmnaon

ord_mana

pt new data from file
rypt data from file

~ path to file with data to encrypt: P:\data_to_encrypt.txt
~ stor path to keep encrypted data: P:\my_local_storage
encryption proces

phrase for encryption process:

dir P:\my_local_storage | s

Figure 9: Example of data encryption on Windows 0S
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ubuntu-practice at | [vagrant/ _data_to_encrypt
mail ru address@
-practice
-practice 1s /home/vagrant/another local storage
-practice
-practice ./password manager

0 0?
e - cryption data from file
- decryption data from file

path to file with data to encryption: | /vagrant/new_data_to_encrypt
storage path to keep encrypted data: /[home/vagrant/another_local_storage
Enter

Re-enter passphrase for encryption pro

ubuntu-practice

ubuntu-practice 1s /home/vagrant/another_local_storage

mail_ru

ubuntu-practice /ho C othe ocal_sto /mail_ru

Figure 10: Example of data encryption on OC Linux

As can be seen from the examples shown above, the result of data encryption is the file with the name
specified in the source data file (mail_ru) and containing the encrypted specified username and
password. Figures 11 and 12 show the examples of using software development to decrypt data
contained in the previously created files on Windows and Linux operating systems.

r_local _storage\mail_info

[ eAyx
B0 o3>V

.\password_manager.
hat do you want to do?
e - encrypt new data from file
d - decrypt data from file
> d
Enter path to file with data to decrypt: P:\my local storage\mail info

Enter passphrase for decryption process
password from mail_info (login: address@gmail.ru): mPQ5DQ(1" (~Zf4:CG&8C

Figure 11: Example of decrypting data on Windows OS

ubuntu-practice ome/vagrant/another local storage/mail ru
o o|oYebos shBk9eesheseerede=eNeQRelWesU(? C{K?wﬂ
ubuntu-practice

ubuntu-practice . /password_manager

tht -:II: you want to do?

encryption new data from file
decryption data from file

Enter path to file with data to decryption: /home/vagrant/another local storage/mail ru

ssphrase for decryption pro
from mail_ru

Figure 12: Example of decrypting data on OC Linux
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As can be seen from the examples shown above, the result of decrypting data using the developed
software password manager is the message in the format "password from file_name (login:
decryption_login): decryption_parol".

Output by section

The result of the software development is the software tool that can be used in various operating
systems (Windows and Linux). This software tool uses cryptographic data protection methods to
store securely the encrypted data.

CONCLUSION

In the result of the work done, the existing programming tools used for secure password storage were
analyzed. The proprietary password manager, which ensures the secure storage of information, has been
implemented and described. The source code is presented on the online repository
https://github.com/zexy-swami/password_manager.

The advantages of this software implementation are:

1. Possibility of using the password manager developed by the authors on the various types of
operating systems - Windows and Linux.

2. Property of local storage of encrypted information, providing constant access to it.

3. The ability to use the different sequences instead of single master key, which are used to
encrypt and decrypt the user’s data.

4. Using of hash function when creating the encryption / decryption key to increase the
security of encrypted data against the attack of the full iteration of the key values of the
AES256 cryptographic algorithm.

Thus, the purpose of the study was achieved.
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